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Abstract:Traffic on network is increased day to day, due to more traffic  conjunction 

problem increased rapidly so resolve this types of problem in this paper useWireshark 

tool.Wireshark is a free and open-source packet analyzer. Wireshark much better than 

collecting Star Wars or Star Trek memorabilia. 
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I.INTRODUCRION 

The internet is an essential part of our everyday life and many imperative and crucial services 

like banking, shopping, transport, health, and communication are partly or completely 

dependent on the internet. To tenacitynetwork traffic used Wireshark tool. Development and 

evaluation of protocols and algorithms for these fields requires answering many design 

questions. Although small-scale evaluation in a lab, wide-area test beds, and custom 

simulators can all be valuable, each has significant short- comings. These approaches often 

lack the wide mix of circulation and topologies found in real networks 

Wireshark is a free and open-source packet analyzer. It is used for network troubleshooting, 

analysis, software and communications protocol development, and education.it runs 

on Linux, OS X, BSD, Solaris, some other Unix-like operating systems, and Microsoft 

Windows. There is also a terminal-based version called TShark. Wireshark, and the other 

programs distributed with it such as TShark, are free software, released under the terms of 

the GNU General Public License.Wireshark is a network packet analyzer. A network packet 

analyzer will try to arrest network packets and tries to display that packet data as detailed as 

possible. Wireshark is perhaps one of the best open source packet analyzers available today. 

When you launch Wireshark, choose which interface you want to bind to and click the green 

shark fin icon to get going. Packets will instantly start to be captured. Once you’ve collected 

what you need, you can disseminate the data to a file for analysis in another application or 

use the in-built filter to drill down and analyze the captured packets at a deeper level from 

within Wireshark itself. Wireshark Network Analysis, gives a light-hearted yet serious list of 

ways in which this open source network analysis tool can help any network analyst become 

better at his or her job. 

1. Wireshark is the de facto standard in network analyzer tools. With more than 500,000 

downloads a month, the IT industry has embraced Wireshark as the go-to tool for network 

troubleshooting, optimization and safekeeping! Be at the front of the IT pack and show your 

true colors as a geek leader. 
 

2. Set yourself apart as a linkage analyst. It's one thing to be able to configure a TCP/IP 

network; it's entirely different to understand the interior workings of that network. Consider 

yourself a true "doctor of networking" with the ability to peer into the communications to 

determine the cause of problems quickly and perfectly. Be prepared for house-call requests. 

IT professionals are the new "doctor in the family," as you probably already know. 
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3. Bond with the only birthplace of interacting truth -- the packets. The packets never lie. 

Users do. Salespeople do. Consultants do. You know the drill. You can live in a pure 

environment of "truth" when you simply watch the hosts communicate with each other and 

see which one totally messes up the process 
 

4. Entertain yourself -- network traffic is never boring. From analyzing the yappy traffic from 

your hyperactive iPhone to the itty bitty stinking' packets seen during a database operation, 

there's a lot of hidden "disposition" on your network. Take advantage of the fact that it's legal 

in every country toprofile protocols and products. Witness the overbearing rigidity of 

network firewalls. Marvel at the blatantly callous disregard that lousy applications have for 

our precious standards. 

 

5. Find problems before the users do. You can become an IT superstar by identifying 

problems before the users make those moaning or demanding calls blaming everything from 

their PCs to the Internet itself. Proactive analysis can decrease your stress levels in the long 

run, enabling you to live longer and enjoy your retirement on that small separated cove by 

your new beach house. 
 

6. Wireshark is free. Wireshark is reflected one of the top open source projects in the world. 

It costs you nothing to download it from wireshark.org, install it and start your network trace 

file collection today. This is much better than collecting Star Wars or Star Trek ephemerae 
 

FUNCTIONALITY  OF WIRESHARK 
 

Wireshark is very similar to TCP dump, but has a graphical front-end, plus some integrated 

sorting and filtering options.Wireshark lets the user put network interface controllers that 

support promiscuous mode into that mode, so they can see all traffic visible on that interface, 

not just traffic addressed to one of the interface's constituted addresses and 

broadcast/multicast traffic. However, when capturing with a packet analyzer in promiscuous 

mode on a port on a network switch, not all traffic through the switch is necessarily sent to 

the port on which the apprehension is done, so capturing in promiscuous mode is not 

necessarily sufficient to see all network traffic. Port mirroring or various network taps extend 

capture to any argument on the network. Simple passive taps are extremely resistant to 

tampering. On Linux, BSD, and OS X, with libpcap 1.0.0 or later, Wireshark 1.4 and later 

can also put wireless network interface controllers into monitor mode.If a remote machine 

captures packets and sends the captured packets to a machine running Wireshark using 

the TZSP protocol or the protocol used by OmniPeek, Wireshark dissects those packets, so it 

can analyze packets captured on a remote machine at the time that they're captured. 
 

SOME INTENDED PURPOSES OF WIRESHARK 

 

Network administrators use it to troubleshoot network problems. 

Network sanctuary engineers use it to scrutinize security problems. 

Developers use it to debug protocol implementations. 

People use it to learn network protocol internals. 
 

 

 

 

FEATURES OF WIRESHARK 

The following are some of the many features Wireshark provides: 

Available for UNIX and Windows. 
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Capture live packet data from a network interface. 

Open files comprehending packet data captured with tcpdump/WinDump, Wireshark, and a 

number of other packet capture programs. 

Import packets from text files containing hex dumps of packet data. 

Display packets with very detailed protocol information. 

Save packet data captured. 

Export some or all containers in a number of capture file formats. 

Filter packets on many criteria. 
 

TCP 

The TCP protocol  was designed to operate reliably over   almost any transmission medium 

regardless of transmission rate,   delay, exploitation, duplication, or reordering of segments.  

Production TCP implementations currently adapt to transfer rates in the range of 100 bps to 

10**7 bps and round-trip delays in the range1 ms to 100 seconds.  Recent work on TCP 

routine has shown that TCP can work well over a variety of Internet paths, ranging from 800  

Mbit/sec I/O channels to 300 bit/sec dial-up modems [Jacobson88a].  
 

UDP 

UDP uses a simple connectionless transmission model with a minimum of protocol 

mechanism. It has no handshaking dialogues, and thus exposes any unreliability of the 

underlying network protocol to the user's program. There is no guarantee of delivery, 

ordering, or duplicate protection. UDP provides checksums for data integrity, and port 

numbers for addressing different functions at the source and destination of the datagram. 

 

II Finding of Review 

Recent Reacher state that  few important methods andalgorithm for investigation of network 

traffic using wireshark tool. Uses the idea of packet marking for filtering out the attack 

packets instead of trying to find the source of such packets. This scheme uses a path identifier 

(called Pi) to mark the packets; the Pi field in the packet is separated into several sections and 

each router inserts its coloration to one of these. Once the victim has known the marking 

corresponding to attack packets, it can filter out all such packets imminent through the same 

path. of TCP and UDP  in Wireshark in which they controlled on different formulae to 

calculate the performance of TCP and UDP  and also gave installation steps for wireshark. 

We study about two protocols (TCP,UDP) how to create the topologies and network 

components. Wireshark  is a network protocol analyzer. It is formerly known as Ethereal. It 

reads packet from the network, decodes them and presents them in an easy to understand 

format . TCP/IP, HTTP, ARP, ICMP Packets Using Wireshark they analysis In this paper 

network traffic from a live network is shown by taking various traces and monitoring and 

analysis is done on that captured files and then figures is built. Detailed analysis and 

summary as well as conversations between two end points are shown. One interesting option 

which Wireshark give is things which we captured or say user who are on the network using 

whatever sites can be listed in this object list ,but we analyzed the performance Of TCP and 

UDP containers while sending a E-mail and also make comparison between TCP and UDP 

packets. 

 

 

III Proposed Work 
 

Implementation steps: 
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USING WIRESHARK TO CAPTURE AND ANALYSE TRAFFIC 

Then Wireshark will be used to perform basic protocol analysis on TCP and UPD network 

traffic. Wireshark is a network packet sniffer that runs on many platforms, including 

Windows XP and Vista.  

Generate some network circulation with a Web Browser, such as Internet Explorer or 

Chrome. Your Wireshark window should show the packets, and now look something like.  

 

 

 

WIRESHARK CAPURING TRAFFIC PACKET LIST PANEL PACKET DETAILS 

PANEL PACKET BYTES PANEL 
 

STEPS FOR USING WIRESHARK  

When Wireshark is first run, a default, or blank window is shown. To list the available 

network interfaces, select the Capture->Interfaces menu option. 

traffic click the Start button for the network interface you want to capture traffic on.  

Windows can have a long list of virtual interfaces, before the Ethernet Network Interface 

Card .To stop the capture, select the Capture->Stop menu option, Ctrl+E, or the Stop toolbar 

button. What you have created is a Packet Detention or ‘pcap’, which you can now view and 

analyse using the Wireshark interface, or save to disk to analyse later.  

The capture is split into 3 parts:  

a. Packet List Panel – this is a list of packets in the current capture. It colours the packets 

based on the protocol type. When a container is selected, the details are shown in the two 

panels below.  

b. Packet Details Panel – this shows the details of the selected packet. It shows the different 

protocols making up the layers of data for this packet. Layers include Frame, Ethernet, IP, 

TCP/UDP/ICMP, and application protocols such as HTTP.  
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c. Packet Bytes Panel – shows the package bytes in Hex and ASCII encodings.  

To select more detailed options when starting a capture, select the Capture->Options menu 

option, or Ctrl+K, or the Capture Options button on the toolbar 

 

 

WIRESHARK CAPTURE OPTION 

Some of the more interesting options are:  

Capture Options > Interface - Again the important thing is to select the correct Network 

Interface to capture traffic through.  

Capture Options > Capture File – useful to save a file of the packet capture in real time, in 

case of a system crash. 

Display Options > Update list of packets in real time – A display option, which should be 

checked if you want to view the imprisonment as it happens (typically switched off to capture 

straight to a file, for later analysis 

Name Resolution > MAC name resolution – resolves the first 3 bytes of the MAC Address, 

the Organisation Unique Identifier (OUI), which represents the Manufacturer of the Card.  

Name Resolution > Network name resolution – does a DNS lookup for the IP Addresses 

captured, to display the network name. 

 To save only the displayed packets, select File-> Export Specified Packets, and make sure 

the Displayed radio button is selected rather than the Apprehended option. This creates a 

pcap file, with only the packets filtered by the current display filter. 
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WIRESHARK PACKET SAVING OPTION  

ARP  PACKET ANALYSIS USING WIRESHARK WHILE SENDING A MAIL. 

Firstly we are selecting the ARP  packet from all the network packets from wireshark. 

 

SELECTION OF ARP PACKET 

First line shows a summary of the frame. The other lines show the data link layer, the 

network layer, the transport layer, and lastly, the actual data delimited within the frame. I will 

step absolute each line in order.Here frame detail is 42 bytes on wire and 42 bytes capture.. 

 

 

 

FRAME PACKETS OF ARP 
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Moving to the Ethernet layer we can see that it is pretty simple. It contains a destination 

address and a source address. The Ethernet layer is concerned with node to node.  

 

ETHERNET LAYER OF ARP 

The ARP is concerned with moving between networks, hence the original meaning of the 

term internetwork, from whence Internet was resulting. Highlighting the network layer shows 

more details. we can see the source and destination IP speeches as well as the 

 

 

 

RESULT :-Layers, Which Can Act As An Aid In Troubleshooting Network Problems. It Can 

Also Help You To Understand What Species Of Traffic Is Going Over The Network.   While 

Sending A E-Mail We Analysis The Packets Of UDP And TCP And Concluded A Result 

According To The Following Parameter :- 

Frame  No. On Wire, 

Frame Length 

IP Source  

IP Destination  

Header Length  

Window Size Value.  

With help of these parameters we see that   
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Frame no. On wire of TCP is 571 and UDP is 429 , 

Frame length of TCP is 571 and UDP is 429. , 

Bytes captured TCP is 571 and UDP bytes length captured is 429. , 

IP source of TCP is 49654 & destination is 443 and UDP source is 443 and destination is 

56089. 

With help of these parameters we, established here that frame length, frame no. And bytes 

captured during sending a mail more of TCP than UDP. 

 

VII. Conclusion 

 

In this paper we discuss about TCP and UDP protocols .We also study the types of protocols 

used on each layer of TCP/IP model and its related issues. We also analyzed the packet flow 

scenario i.e. how packet is flow from source to destination while sending a e-mail.as we 

know that TCP is connection oriented protocol and connection is established before packets 

flow from source to terminus and acknowledgement is also send by receiver and UDP are 

connectionless protocol so according to frame length, frame no. And bytes captured during 

sending a mail , all the values of these are more of TCP than UDP. As we investigation the 

packets flow during sending a E-mail, in future  we also analysis  the packets flow rate  

during a call like using Skype ,video call etc.  
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